NMEPCOHAJIbHbIE OAHHDbIE:
LLEH/M NN YMEEM COXPAHATDI!

UTo Hago 3HaTb O NepcoHasIbHbIX AaHHbIX

MepcoHaslbHbIEe AaHHble - BCce JaHHble O Yes/loBEKE, CBOEro poja <«nacropT ero
JIMYHOCTU>>. VX cnepyeT TwaTtesnbHO 6epedb 1 He packpbiBaTb B MIHTepHeTe 6e3
Heo6XoAMMOCTU. B NPOTUBHOM C/ly4dae 3TO MOXKET MPUBECTU KOUYEHb HEMPUATHbLIM
nocsieiCTBUSIM: HexKe/aTtes/lbHbIM 3BOHKaM, crnamy, Kpadke AeHer n JOKYMEHTOB,
aKKayHTOB, Pa3/INyHbIM MOLLUEHHNYECKNM AeicTBuAM. EesonacHoCcTb - 3To Halla
HernpepekaemMmasi LLeHHOCTb ANS AeTel 1 B3pOocC/bix!

UYTO OTHOCUTCA K NepcoHasibHbIM AaHHbIM?

|—\

damunusa, MM, OTHECTBO;

Homepa mn pekBu3uTtbl Bcex gokymeHToB (nacnopt, CHWNJ/1IC, NHH, cBnaeTenbCTBO O poO>XXAEHUN,
aTTecTaTr 06 o6pasoBaHN, MEULUUNHCKUIA MOSNC U T.M.);

BaHkoBcKMe gaHHble (HOMep cyeTa, KapTbl, MMH-KoA, CVV-Kog 1 T.Mn.);

Bawa KoHTakTHasA wuHdopmauma (Homepa TesniedpoOHOB, ajpeca 3/IeKTPOHHOW MoYTbl, agpeca
>XXUTENbCTBA, paboTbl NN yvebbl);

doTorpacdmun n Bngeosanncy ¢ BaliMmM N3o06pa>keHneMm;
JaHHble 0 Bawunx poacTBEHHMKAX;
Bawu norvHbl 1 naponu.

KnroyeBon BOMpoc:
Hacko/ibKO peasibHO N KaK COXpaHWUTb
nepcoHasibHble AaHHblE Bawwem cembn?



BHmaHNme!

Bonee Tpetn poccusaH (7% He 3HaAKOT, AJ1 Yero n Kak MoryT ObITb UCMOJIb30BaHbI
nepcoHasibHble gaHHble (Mo gaHHbIM BLIMIOM)!

CouceTn, MecCeHAXepbl W BUAEOXOCTUHIM eXeaHEeBHO co6GupalT O Hac
OrpoMHOE KO/IMYeCcTBO AaHHbIX. [lenaetcs 310, B NepBYyl0 ouepedb, A1 3apaboTka
AeHer. BonbWWMHCTBO KPYNHbIX naatopm - 6ecnnaTtHbl, BeAb WX BNafesblbl
3apabaTbiBalOT HA CBOUX MOJSib30BaTensAX. TouHee - Ha UX NepcoHasbHbIX AaHHbIX,
npu nepenpojaxe WUAM MUCMosb3oBaHUM B pekname. CouceTn U MecCeHaXepbl
6epyT 3TV AaHHble He TO/IbKO U3 Npodu/is Nonb3oBaTesisi, HO U U3 ero Nepernmncku.
O6paTuTe BHUMaHME: BCSA NepenMcka MNOCTOAHHO XpaHUTCA Ha cepBepax
coumnanbHOM CeTu UM MecceHaykepa, NO3TOMY B pe3y/ibTaTe YyTeuku, Kpaxkn wuam
XaKepCKOI aTaku Ballla YacTHasi )XM3Hb MOXeT CTaTb AO0CTOSIHMEM O6LLECTBEHHOCTU.

NcTOUuHNKN 6eapl

He cTonT HafeATbCA Ha «npuBaTHble» nyb6nnkaumm, npocMaTpmBaTb KOTOpPble MOXET TOJ/IbKO
OorpaHMYeHHbIi Kpyr Nuy, KOTOPbIX HacTpauMBaeT cam Mofnb3oBaTtesb. Beab yTeuka MOXeT NMPOU30NTH
yepes OH6Oro M3 aTUX A0aen. MNTHorga NponcxoanaT KPYMHble yTeuku, B pe3ysibTare yYero gaHHble TbicAY
nonb3oBaTteneili nonagalT B OTKPbITbIA AocTyn. Ho uyauwe Bcero nonb3oBaTesin camMu BblKagbliBalT
MHpopMayunio o cebe B WHTepHeT. 3awmtute cebss u cBoto cembio! 80% wuHpopmauum o XepTBax
NPecTynHMKN HaxoAAT B coumanbHbiX ceTax (No AaHHbIM PocKoMHag3opa).

KpomMe nepcoHa/ibHbIX aHHbIX O KaXXA0M 4enoBeke co6|/|pa|0Tc9| Tak>e ero (*)OTO- n BVI,CI,eOI/I306pa)KeHI/IF|.
CoBpeMeHHOro 4yejioBeKa eXxXeagHeBHO CHMUMAlT COTHW BUAeOKaMep, PacrnosiIoXXeHHbIX B I'Iy61'||/|l-IHbIX
MecTax. JTa Mchopmau,vm co6mpaeT0ﬂ, B MNnepByw o4yepedb, rocygapcrBeHHbIMMU oOpraHamm C UENBLHO
obecneyeHuna 6e3onacHocTw, packKpbiTnsa I'IpeCTyH}'IeHI/II7I n 1.n. OgHako cnepyet NOMHWUTb, YTO Takue
BMaeo3anncy MoryTtT nonacTb M B PyKN KLIaHTaXnctam Uianm MHbIM 3/1I0yMbllWNeHHUKaM. byabTe OCTOPOXXHbI!
He nomoranTe MOWEHHWKaM, ,CI,O6DOBOJ'IbHO nepepasad MM nepcoHasibHble AaHHbIE.

BTeKyLLI.eVI cntyaunn 60NbWNHCTBO noprtasioB opraHoB B/1aCT N KOMMep4YeCKUnx KOMMaHUWi cTaHOBATCA
obbeKkTamu XaKepCKux atak B eXxegHeBHOM peXnMmMe.

Tak, 3a nocnegHee BpeMs B NY6/IMYHbIA AOCTYN YyTeK/U 6a3bl AaHHbIX MOoJsib30BaTesnieli KoMnaHum
«HAHaeKc.Eqa» 1 KNMeHTOB MeAMLMHCKOW nabopatopun «lfemortect». Bce 3To npoucxoauT ms-3a Toro,
uto B Poccun oo cux nop HeT cywecTBEeHHOW agMWHUCTPaATUBHON U Yro/1I0BHOW OTBETCTBEHHOCTU
ONsA ornepaTopoB NoAobHbIX 6a3. Tak, «AHaeKc.Eqa» «oTgenasack>» WTpadpoM BCEro /nilb B 60 ThicAY
pyo6neii.

Ba>KHO MOMHUTbL, UYTO M3-3a Xas/TaTHOCTU WU/IN SKOHOMUM KOMMAaHUM Ha XpaHeHUnu
OaHHbIX, KOTOpPble Mbl OCTaB/sieM, opOpM/Isis KapTOUKY B Mara3vHe, Ha 3arnpaBke
nnn No6omM ApyromMm mMecTte MOryT cTaTb AOCTOAHUEM O6LLEeCTBEHHOCTH.

Hago noMHUTBL!

AKTUBHbIW nonb3oBaTenb VHTepHeTa ocTaBnsieT LU(PPOBOI criell - MHOTAa CBOIW MOJSHbIA MOpPTpeT:
COCTOSIHWE 3[0pOBbSA, BHEWHOCTb U (Pu3nyeckue faHHble, NMPUBbLIYKU, MecTa npebbiBaHWUsS, YPOBEHb
AoxoAa, AaHHble O NIMYHOW N MHTUMHOW >XW3HU U MHOroe apyroe. MNpunoXxeHus Ha TeneoHe MOryT
MoslyuynTb AOCTYN MUKPOQOHY, Kamepe, akcesepomeTpy (ucnonb3yeTcsa AN U3MEPEHUs ABUXKEHU
ycTpoiicTBa) M c/eAuTb 3a CBOMM MOJib30BaTe/lIeM KPYr/oCyTo4YHO. Bcé 3To MOXeT npeAcTaBnsATh
MHTepec A/ MpecTynHMKOB! MOLWEHHUYeCcTBO, WAaHTaX, TPaB/s - BOT HEMOJIHbIi CAUCOK TOro, ANs
yero 3/10yMbIW/IEHHUKN MOTYT UCMNOMb30BaTh MHOpMauuw o nosnb3oBaTtenax. Cneaute 3a KybTypoli
noBefeHUs B CETU, COXPaHSANTE CBOK YAaCTHYIO XXU3Hb U KOH(PUAEHLMATBHOCTL!

B cooTtBeTcTBUN C ,El,el7lCTBnyLLl,I/IM 3aKoHOo4aTe/IbCTBOM n6oin rpa>xkgaHmH BripaBe OTKa3aTtbCdA OT
npeagocTtaB/IEHNA CBOUX MepcoHasibHbIX gaHHbIX. Cornacue Ha O6p360TKy nepcoHas/1bHbIX OaHHbIX
MO>KeT ObIiTb OTO3BaHO rpaxkgaHMHOM y opraHmnsayumnm B 11060 MOMEHT.

Ecnu Bac NpuHy>KaarT K nognucaHuio cornacmss Ha o6paboTKy MepcoHasibHbIX AaHHbIX U
OTKasblBaloT B NpegocTaB/IeHUN yCyru, cmMmesio o6paljaiiTecb B NpoKypaTtypy.



[MTone3Hble coBeTbl

1

MocoBeTyliTe cBoeMy pebeHKy Npu perucrtpaymm B couManbHbIX CETAX MCMNO/Mb30BaTb TO/IBKO UMS
UAn nceBaoHUM (HUKHENM).

CneauvTte 3a TeM, UTO6bl pe6EHOK He pa3Meliasl B UHTEPHETE INWHIOK MHMOpMaLuio: r4e OH XUBeT,
rae yumtcsl, Kakoi 4oporo XxoauT Ha YPOKMK U T.M.

B HacTpolikax kKamepbl Ha TesiepoHe criegyeT OTKAOUUTL reoTern (reosiokaumio, MeCcTo CbeMkn). JTa
hyHKUMA nokasbiBaeT, rAe UMeHHO aenasnacb oTtorpadus. B Takom cnydae 6o xenawowmnii no
(hoTO MOXET oTc/NeAnTb Nnofib3oBaTens.

Mone3Ho 6yaeT HACTPOUTbL MPUBATHOCTb B aKKayHTe CBOero pe6eHka. Takmm o6pa3omM ero npousb
CMOTYT CMOTPETb TO/IbKO €ro Apy3bsi.

O6bsAcHUTE pe6eHKy, UTO Hesib3Aa BblkNagbliBaTb B VIHTEpHeT CpOTO NN CKaH-Konmnm ero 4OKyMeHTOB
U 6aHKOBCKUX KapT.

Pacckaxute pe6éHKy, 4YTO nNepcoHa/lbHbIMN gaHHbIMW CTOUT OENMNTbCA TOJ/IbKO C OrpaHMY€eHHbIM
Kpyrom nwuyg - camMbiMU 6nnusknmun. He crtout nepegaBatb TakKmne paHHble OPY3bAM, a 0Ccob6€eHHO
He3HaKOMbIM N0 4AM N3 COLI,CGTeVI.

Pe6éHKy Hago 3HaTb, 4YTO 3J/I0YMbIW/EHHUKN MOTyT nNblTaTbCA BblBegaTb VIH(*)OpMaLI,I/IIO n
nepcoHas/ibHble AaHHblIEe Yepe3 JINYHbIEe COO6LIJ,eHVIF| B cOoUuMal/ibHbIX CeTAaAX. Ocob6eHHO BHUMATE/bHO
CTONT pearnpoBaTtb Ha CCbIJZIKN, KOTOpPble HE3HAKOMUbI NMpUcCbI/TakoT pe6éHKy B INYHbIX COO6LIJ,eHVIﬂX.
Jlydwie no HUM He nepexognTb, a HEU3BECTHbIe (*)aVIfIbI - He OTKpbIBaTb.

PacckaxxuTe pebeHKy, UTO He b3 MoAK/UYaThbCs K NepBOMYy nonaBwemycs 6ecnnatHomy Wi-Fi B
ny6nM4YHoM MecTe. Yepe3 Takyl 6ecnjiaTHYH ceTb 3/I0YMbILW/IEHHUKN MOTYT M0/y4daTb AOCTYNn K
nepcoHanbHbIM AaHHLIM NOMb30BaTene.

JINyHBbIN Npnmep

TwarenbHO oTbupainTe (OTO M BUAEO, KOTOpPble Bbl CaMW Bbik/aAblBaeTe B
VHTepHeT!

HALIMOHAJTbHbBIA nra

LEEHTP nomowu €30r1acHoro icai
W MOCTPAZABLLIM 2 MHTepHETa ligainternet.ru

Cant



